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P. Kocher, J. Jaffe, B. Jun, Differential Power Analysis, technical report, 1998; later published in Advances in Cryptology —
Crypto 99 Proceedings, Lecture Notes in Computer Science Vol. 1666, M. Wiener, ed., SpringerVerlag, 1999. 50

More information on MIT open course: https://www.youtube.com/watch?v=MT7X17ZRol1U
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RSA Power Analysis Side-Channel Attack
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m aPmod c BREPowerMod() LI /5%

1. b AEBEET, a? mod c = (azb/z) mod c

2. b AEFEES, aP mod ¢ = (azlb/ZJ X a @
int PowerMod(int a, int b, 18t c
{

a =a% c;
while(b>0) {
if(b % 2 == 1) // HbNFHW=ZHAT FHIKITES
ans = (ans * a) % c;
b/2;
(a *x a) % c;

int ans = 1; %%

b
a

}

return ans;
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s PIBBESEEEREG N PRI
=0 BEF RN EEERE ISR E{TAIN AR

S

Application System Call @[PU Current EM Signal
App { sys_open { LLT A

sys_open() do_truncate} F—» l; _C“zi;t 1=

sys_i\fiite () ; do_sys_-t.r.uncate(} U E - See. I N

sys_close {) EXPORT_SYMBOL{} } - —Cu:g;t N— :

; } _ TTTTTT

Yushi Cheng, Xiaoyu Ji, etc.. MagAttack: Guessing Application Launching and Operation via Smartphone. ACM Asia Conference on 54
Computer and Communications Security (AsiaCCS), 2019.
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n &1F: Cache, HIFSUERTERE NFiEE, FER/IMERE
L ERFER

= EEOER: CPURHINENEERG R B EFNRDH

SREGE 2»
WMERFE, B "dp" |, BEEREIZEUE
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s BEFDEENE. CPUSKZZAIEFHIERLSE, mEFm
FRANSRSSS Rz Rz A [E R =51, IQEE%_JLJ\LLLEIEUHTIEH
HES, HENEFTRIEE, IMERERFAERE

n BIBVETED(SIEIGE “FI myz;d"
BItR: IEHEFIBRF EYIENE
THE— EEREF UtE IR R M MEILERRHCPU
%17 (FlushfiER)
SE— EETE—ENNEERE, SEBX Ml ERIREE
EFABENZ=EERYIATE] (ReloadfER)
ERPH: WREAN AR EEE/NTFEAE, RBBETME
FRiaialdiZiteiE
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n FRERET: Speculative execution, THENFIFETERTEHRRIHIT—LE
Ba]geFaE Ft AT seAA RIS,
tban, SbIEssSTNIER N HRE S 1 88
EFNEERRIEFHEFEFNIT. a7l
RS RE R TN TRIBVIRE,

Piz1T, \/
MR R 3—EEEA, R 8010

o HER R EADD, W E RS
o MR NEARM, Tt

517, FSEVARATESH
. FERERSWER, &
B ER TS STiE S

FUHITT : FEATELA03070M,

"> CPUE=SEEY, EIATLUSBEE,

Py, SATMRSRBELB, HiIET30
o KA REAEE, ZFHBHH

m FLEEHAT: outof order, BEREIIREN F—SFERFIE<SHTS [EEqYbIE
R T, TSR ENE N5 LI RIHYTRIIES.

1. b =a * 5 _ _—
2. v = * Db BT 1538 &iz1T, MEE2HbITEREIIR
o == 18, EMAISETESRITZ, BiEiT2
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Byl Fr B R RV an /3y
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Meltdownigill ( QMBS YK TFFR T HIEY AE
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IRV S FRIRIFHIARFETE
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n ELERITFATRII S TIE—Mel tdownim;[E
IS 1 :

1 mov rax byte[x] //1%P§$ziiiﬂ,i1tx9iﬂ’ﬂm*%%%raxﬂﬁﬁﬁfﬁo R FoxPytztL,
iﬁﬂybyte[xmﬂﬁ%}i?ﬁg ST

3 mov rbx Array[rax] // rax{E; #eBEArrayfindex, JINMAIETEHS A rbx

2 shl rax OxC // REREMT, CaCEEfEW_ R, BALA4AKFT

BHtR: SEENPRZIBHEOARE R (x9Pitett, ZRF)
gL, ETH258<R1, BHTAERRNE, raxBENIZEWEE

SAT, BTFELFIT, SR 3RESERENEER RS
wWEBIIT, BEISFEIER rax # rbx ZF#HIiEE

rax BATCAFEEE, (BREEFE, fEcPuhrLIAKRITE
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MeltdownjfgiE (£E)

s T Array[ | 2ERAFHHIZEIN, TLABBREE;
m Uo3KEY rax:
O B, EREA Array[] XM
O AE, YT BRI, XA
O mBEAArray[ 180H,
page (rax{tFEHYindex
=, ELCRTLEN r‘%
500
400

300
200

WBCacheld;
xXZEAindexF#ECache;
Fin AT 8], vhREBERRERY
BUficacheid, EtiGaIATEIE

Access time
[cycles]

0 50 100 150 200 250
Page

84 * page size #ipAAYEIERE, BEULLIHEIR rax /984

Meltdown:https://meltdownattack.com/meltdown.pdf
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Meltdown more explanation

%
Z3|8] =
it

0
FF
=[]
St rax

Array[ ]

mov rax byte[x] // r‘@ﬁﬁ, 2 |/, RIRAE

N CPUHRAT LA ﬂé)ﬁ%ﬂéﬁ?‘

(O\/
00.)

mov rbx Array[rax] // Lhrax{fENindex, ¥iArray[rax]H]

SR HES Arbx. T Array[rax]45 R #icacheF| L 17

W Array[ 1, H TArray[rax]#icacheid, K ittraxii®
) indexiE B [A] & F, Bl AT € raxfi
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n FLEATRIFRNIITIRIR—SpectreimiFE
Bir: 3KEXarrayl1#0B055cE/MIZEE

1 if(x < size_of(arrayl)) { @
2 y = array2[arrayl[x] * 2'3?,\
3}

Hie Lk, QD%XfE_% %‘?522’ of (arrayl), FE2{TIBAS
w7, B2, 7, ENfExEBE T arrayl5EH,
BErES i‘ﬁ;)'llim

—HXPMFHRITHERT, WEEHA LB ESIXRIR, ik
array2[ 189¥B¥indexNarrayl[ x| HI&EEH cache;
MAEFLEE, BHE Narray2[ [84H, B mNEHEEE
B8], ALK Sarrayl[ 18ERIBFEESMIZUR

Spectre:https://spectreattack.com/spectre.pdf 63
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Meltdown & Spectre demo video

Demo 1:
Spying on user password

Demo 2:
Reconstructing a photo

https://meltdownattack.com/
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6.2.2 GHANBEEINEG

s Bl BFENE ARSI G ER SN
JRIE: AEEERE BRI BB EER

%
o

fReLU(¥) = max(0,x) % 5975

fsigmoid () = %1 e 184864
fSOftmaX (X) Zk e 213712
=1,2,..,K

Lejla Batina, etc., CSI NN: Reverse Engineering of Neural Network Architectures Through
Electromagnetic Side Channel, in USENIX Security 2019
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Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM Disturbance Errors 69
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Row-hammer[5%E

s FFERow-hammer{ds, 1&ERRFETHRERMEHISELE
(\Ee, SEHENBDRBE NE, EEATHE

e Accuracy: 57.52% (41.01% d@

K

\ -

__________________ VL VPRV

Conv [1, 10, 5x5] Conv [10, 20, 5x5] FC [320, 50] FC “[\50, 10]

,
i
|
|
........... =0

0.3504:1.401x272:0| 01111101 | 0110011 0110 1111 1101 0001

1.2E+38:1.401 x 21%26: 0 | 1011 1101 | 011 0011 0110 1111 1101 0001

Sign  Exponent Mantissa
Memory (RAM)

weight + bias

Sanghyun Hong etc., Terminal Brain Damage: Exposing the Graceless Degradation in Deep Neural Networks 70
Under Hardware Fault Attacks, in USENIX Security 2019



Row-hammer[5%E

s 2T EATHE, AR EMEIsbitFHHITIEG?
m {YEWEE13/93 million bits, >ZEMEEM68%>0.1%.

\ -

Example: ResNet-20 for CIFA output classes
Before attack, Accuracy: 90.2% After\attack, Accuracy: __~10% (1/10)
059 2224

Intelligence

Depleting the 1nte111gence of well-trained DNN5s

[1] Adnan Siraj Rakin, etc., Bit-Flip Attack: Crushing Neural Network with Progressive Bit Search, in ICCV 2019
[2] Fan Yao, etc., DeepHammer: Depleting the Intelligence of Deep Neural Networks through Targeted Chain of
Bit Flips, in USENIX Security 2020
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6.3.1 hAEZZ25MEF PUF
n VIR O] T ZRRAZ L (physical unclonable function, PUF): 8§

/u)ﬁLr&ﬁJJL_UFzEJ,Z\?*% INNITZ28RE, MNmSEGED
S5INESZBEBRE—FIREIHRENXR

= $IE,§E!: EFPFEEHETIEE RRIER], MESAXES

2RI EAES éﬂiﬁt%)% @, (HETRNERPUF

E R =BG AL R SHLE, ATLABBIR AR
IQ Lo 0
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